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Abstract

The CMS experiment at CERN, the European Or-
ganization for Nuclear Research, is currently setting
up a Data Grid which will provide accessto several
Terabytes of data, distributed and replicated. In the
real production environment data will be produced in
di�eren t countries on both sides of the Atlantic by
the end of year 2000. The stringent requirements of
data consistency, security and high-speed transfer of
huge amounts of data, imposed by the physics com-
munit y needto be satis�ed by an asynchronous repli-
cation mechanism. A pilot project called the Grid
Data Management Pilot (GDMP) has been initiated
which is responsible for asynchronously replicating
large object-oriented data stores over the wide-area
network to globally distributed sites. We present the
design,architecture, functionalit y and performancere-
sults of our �rst working protot ype. Di�eren t replica-
tion policies and protocols are supported that range
from strictly synchronous to rather relaxed asychn-
ronous models in terms of data consistency.

We believe that this �rst protot ype can be regarded
as a pioneer step towards a Data Grid and as a pro-
tot ype for replication management within other Data
Grid approaches like DataGrid, GriPhyN and PPDG
[1, 2, 3].

keyw ords : Grid computing, data management,
replication

1 In tro duction

Next generationHigh Energy Physicsapplications are
characterisedby large amounts (several Petabytes) of
mostly read-only data that are distributed and repli-
cated around the globe. The visualisation and analysis
of physicsdata will bring the physicscommunit y a step
further in investigating the ultimate constituenciesof
matter, the big bang and henceour earth. Within the
Compact Muon Solenoid(CMS) experiment at CERN,
the European Organization for Nuclear Research, we
are setting up a Data Grid infrastructure required to
ful�l the needsof the physics communit y. Note that

this real world production system has a smaller scale
than the Data Grid project [4, 1] that starts o�cially
in the beginning of year 2001.

Recently , Grids [5] have become very popular in
the distributed and parallel computing communities.
Whereasin the past wehavebeenspeakingabout meta
and cluster computing, the trend has turned to Grid
computing where the network betweendi�eren t nodes
spans several countries and even continents. Exist-
ing Grid technology can be categorisedinto two major
�elds, the traditional computational Grids and data
intensive Grids, called Data Grid.

Within the Compact Muon Solenoid (CMS) exper-
iment at CERN, �rst data production tests are cur-
rently being doneon the Grid. We expect several Ter-
abytes of data to be produced and stored this year
which will be a preparation for the Petabyte-scale
data taking in the years 2005 and onwards. Physics
data in CMS are stored in object-oriented databases.
The DBMS of choice is Objectivit y/DB [6]. Exist-
ing commercialdatabasemanagement systemsprovide
replication features but they fail to satisfy the strin-
gent requirements of consistency, security and high-
speed transfers of huge amounts of data, imposedby
the physics communit y. An asynchronous replication
mechanism that supports di�eren t levels of consis-
tency, a uniform security policy and an e�cien t data
transfer is necessary.

The need for such a production system as well as
the requirement of a protot ype for assessingexisting
Grid technologiesand evaluating new strategiesin this
upcoming �eld, were the triggers for the Grid Data
Management Pilot (GDMP) project [7]. GDMP can
be regardedas the �rst protot ype of a Data Grid that
is used in a production environment. It is currently
being used in the High Energy Physics (HEP) com-
munit y, but the designis 
exible enoughto be applied
to other data intensive applications as well.

GDMP is responsiblefor asynchronously replicating
large object-oriented data stores over the wide-area
network to globally distributed sites. We present the
design,architecture, functionalit y and performancere-
sults of our �rst working protot ype. The middle-ware



of choiceis the Globus [8] toolkit that providespromis-
ing functionalit y. We present test results which prove
the abilit y of the Globus toolkit to be usedas an un-
derlying technology for a world-wide Data Grid. The
required data management functionalit y includeshigh-
speed�le transfers, secureaccessto remote �les, selec-
tion and synchronisation of replicasand managing the
meta information. The whole system is expected to
be 
exible enoughto incorporate site speci�c policies.
Our �rst protot ype is being used by the CMS exper-
iment for the management of simulated physics data
over the wide area on both sidesof the Atlantic. We
will be one of the pioneersto usethe Data Grid func-
tionalit y in a running production system. Although
there is recently much e�ort going on in the Grid com-
munit y to deal with the management of large amounts
of data, the GDMP project can be viewed asan evalu-
ator of di�eren t strategies,a test for the capabilities of
middle-ware tools and a provider of basic Grid func-
tionalities.

Di�eren t replication policies and protocols are sup-
ported that range from very stringent synchronous to
rather relaxed asychnronous models in terms of data
consistency[9, 10].

2 Arc hitecture

The GDMP software consistsof several modules that
closely work together but are easily replaceable. In
this section we describe the modules and the soft-
ware architecture of GDMP. The core modules are
Control Communication, Request Manager, Security,
DatabaseManager and the Data Mover. An applica-
tion which is visible as a command-line tool usesone
or several of thesemodules.

2.1 Con trol Comm unication Mo dule

This module takes care of the control communica-
tion betweenthe clients and the servers, and usesthe
Globus IO library as the middle-ware and builds high
level functionalit y on top. It takes care of the intri-
caciesrelated to socket communication over the wide
area betweennodeswith heterogeneousarchitectures.
The functionalit y includes starting and stopping the
server, connectingand disconnectingthe client to and
from the server and sendingand receiving messagesat
both the client and server ends. This module provides
servicesto the modules in the layers above.

2.2 Data Mo ver Mo dule

The main purposeof GDMP is to move �les over the
wide area in an automatic, e�cien t and fault toler-
ant way. This is the module which actually transfers
�les physically from one location to another one. It
usesthe NC-FTP client libraries to open a connection
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Figure 1. The actual �le transfer

with the WU-FTP server on the server end. Since
we use the GSI-NCFTP client and the GSI-WUFTP
server, we have the samesecurity mechanism (Globus
Security Infrastructure) for both the Control Commu-
nication and the Data Mover. The functionalit y in-
cludes client authentication and authorisation before
the transfer starts, transferring �les to and from the
server, validating the transferred �les using the �le size
and checksum information, resuming the �le transfer
from the latest checkpoint after a network failure, us-
ing a progressmeter to output the progressduring a
�le transfer and �nally logging all �le transfers that
have been completed. Our intention is to replace the
use of NC-FTP with the upcoming Globus FTP li-
braries. This will enhancethe performanceof the Data
Mover Module becauseof new features like partial �le
transfers, parallel �le streaming and better fault recov-
ery behaviours expected in the Globus FTP. Figure 1
givesthe complete picture of the �le transfer.

2.3 Securit y Mo dule

Security is one of the main concernsin a Grid. Al-
lowing people from outside one's domain to use the
resourcesis a big issuefor most organisations. Sensi-
tivit y of data and unauthorised use of network band-
width to transfer huge �les are the main security is-
sueswe are dealing with. This is doneby the Security
Module. It is based on the Globus Security Infras-
tructure which is an implementation of the Generic
Security Service (GSS) API. It uses the Public Key
Infrastructure as the underlying mechanism. The Se-
curit y Module providesmethods to acquirecredentials,
initiate context establishment on the client side and
accept context establishment requests on the server
side (context is establishedto authenticate the client),
encrypting and decrypting messagesand client autho-
risation. The server authenticates and authorises any
client before servicing its request, hence,the software
protects a site from any un-wanted �le transfers and
blocks any un-authorised requests.



2.4 Request Manager Mo dule

Every client-server system has to have a way to gen-
erate requests on the client side and interpret these
requests on the server side. The Request Manager
Module doesexactly that. It contains several request
generator/handler pairs and more can be added for
customiseduse. This module is basedon the Globus
DC library which provides methods to convert data
between di�eren t formats supported by variable ma-
chine architectures. The requestsare generatedon the
client sideby �lling a bu�er with the appropriate func-
tion handler, which is to be called on the server end,
and any arguments required by that function. On the
server side this bu�er is unfolded and the data types
are converted according to the local architecture. Fi-
nally, the respective function is called with the given
arguments. The Request Manager Module basically
mimics a limited Remote ProcedureCall (RPC) func-
tionalit y with the advantage of being light-weight and
extensible.

2.5 Database Manager Mo dule

This is the module which interacts with the actual
DatabaseManagement System (DBMS). The module
relies on the APIs provided by the particular data
storage system being used. In our casethe DBMS of
choice is the Objectivit y/DB, hencewe use Objectiv-
it y's APIs to implement this module. To use GDMP
in a di�eren t system,this is the only module which has
to be swapped by the one which can interact with the
speci�c DBMS. The functionalit y includes retrieving
the databasecatalogue,containing information about
the �les currently present in the database,and attach-
ing �les to the DBMS once they arrive on the client
side and are validated.

2.6 The GDMP Applications

GDMP includes someapplications which are the cus-
tomers of the servicesprovided by the above outlined
modules. These applications include various clients
and one server.

2.6.1 The GDMP server

The GDMP server is a daemonconstantly running on
sites which produce data or want to export their data
to other sites. Weexpect a largenumber of clients con-
necting to the GDMP server from all over the globe,
transferring huge �les which might take days to com-
plete the transfer. Under such conditions the server
is required to be very robust, extremely fault tolerant
and able to cope with multiple clients simultaneously.

The server itself uses the communication module
for receiving requests from application clients. Since
thread creation is rather time consuming, the server

usesa thread pool with a certain amount of threads
which can be adapted. Each time a client is connect-
ing, a thread is allocated to a single client. This is
again a performance aspect, since the client and the
server can communicate over one connection channel
as long as the client is connectedto the server. When
the client disconnects,i.e. the application program ter-
minates, the socket connectionis closedand the thread
is returned to the thread-pool.

For each client onethread is used. Thus, the number
of threads in the server corresponds to the number of
concurrent connectionsto the server. If no free thread
is available, the client's request is put into a waiting
queue. As soon as one thread terminates, the �rst
requestin the queueis served. The number of elements
in the queue can be set on compilation time of the
server.

2.6.2 Clien t Application Programs

An application program sendsa request through the
Request Manager to any other module that serves
the user request. For instance, a user starts the
tool gdmpreplicate file get which internally for-
mulates a request that is generated by the Request
Manager. This module uses the Globus Data Con-
version library for transforming a request into a byte
string for internal socket communication in the com-
munication module. The communication module then
communicates the required information to the server,
which usesthe Data Mover module to transfer the �le
from site A to site B. Once the �le is transferred, it
has to be integrated into the local Objectivit y federa-
tion. Sincethis is a very databasespeci�c function, the
DB-Manager takescare of vendor speci�c features for
integrating �les. Thus, the DB-Manager is very spe-
ci�c to the data storage requirements of the end-user
and currently tightly coupled to Objectivit y. How-
ever, the DB-Manager is extensible to any database
management system or other storagesystems.

Sinceall the accessto data has to be done in a se-
cure environment, a client has to be authorised and
authenticated beforehe can requesta servicefrom the
server. A client has to have a Globus proxy running
in order to start the authentication processwhich is
handled by the security module that is basedon GSI,
the Global Security Infrastructure. We use the single
login procedurewhich is available through Globus, i.e.
oncea client hassuccessfullygot the proxy on onema-
chine, he can sendrequeststo any server without any
further password entering (provided the local client is
authorised to accessthe server).

Figure 2 shows the current architecture and all the
modules of the software. On top of the architecture
we have the Globus application, which can be multi-
threaded. All the software modules are written in
C++ and run on Solaris2.6, 7 and Linux RedHat 6.1.
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Figure 2. The GDMP Architecture.

The clients provide command-linetools to the users,
o�ering di�eren t functionalities. Thesebasically act as
the user interface to GDMP. Each client is customised
to perform a speci�c task by communicating with the
remote server(s).

3 Replication Policies and the Data
Mo del

The GDMP software tool performs automatic, asyn-
chronous replication of Objectivit y database �les in
a Data Grid environment. Currently , the software is
restricted to replicate Objectivit y/DB �les only, but
future extensionswill allow it to replicate �les of any
data type. The restriction to replicate only Objectiv-
it y �les is due to the use of native Objectivit y fed-
eration catalogue to handle �les in GDMP. Once the
Objectivit y �le catalogueis replacedby the announced
Globus Replica Catalogue [8], a more 
exible replica-
tion model can be supported.

3.1 In terfacing with the Data Pro duction
Soft ware

In principle, a site, where Objectivit y �les are pro-
duced, has to trigger the GDMP software which no-
ti�es all the "subscriber" sites in the Grid about the
new�les. It is the responsibilit y of the data production
software to trigger GDMP only after the Objectivit y
�les have beencompletely written and are ready to be
transported. In detail, the data production software
at the local site usesthe command-line tools provided
by the GDMP software.

The "subscriber" (destination) sites receive a list of
all the new �les available at the source site and can
determine themselves when to start the actual data
transfer. The data transfer is done with a WU-FTP
server and an NC-FTP client. Since the usageof dif-
ferent machines in a Grid is a big security issue,a user
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Figure 3. The role of the export and import cata-
logues

hasto be authenticated and authorised beforecontact-
ing any remote site. The security is basedon the GSI
security toolkit available from Globus.

3.2 File Catalogues and a Subscription
Mo del

We now elaborate on how GDMP managesthe trans-
fer of �les and their integration into the Objectivit y
catalogue. We illustrate the data 
o w by a producer-
consumerexample. The producer is the site whereone
or several Objectivit y �les are originally written, and
the consumeris the site that wants to replicate these
�les locally. Once the producer has �nished writing
a set of �les (or just a single �le), it publishes this
information by creating and sending an export cata-
logue to all the "subscribed" consumers. The export
cataloguehas a listing of all the newly generated�les
and their related information. The consumercreates
an import catalogue where it lists all the �les that are
publishedby the producerand havenot yet beentrans-
fered to the consumer site. Figure 3 illustrates this
model graphically.

The currently implemented replication policy is an
asynchronous replication mechanism with a subscrip-
tion model. A producer can chooseat what time new
�les are written into the export catalogue and thus
made publicly available for consumers. Hence, the
producer can decide the degree of data consistency
by delaying the publication of new �les. In the ex-
ample above we only have one consumer for demon-
stration purpose. In reality, the number of consumers
can be large and depends on the number of sites in
the Grid. The subscription model means that the
subscribed consumersget informed immediately when
new �les are published in the export catalogue. Each
consumerthat wants be be noti�ed about changesin
the producer's export catalogue, subscribes to a pro-
ducer. Depending on the degreeof interest in a pro-
ducer's data, consumersmight want to subscribe to



only someof the producers in the Grid.
Since the data exchanged has to be done in a con-

trolled and secureway, a consumer�rst hasto be \reg-
istered Grid user" at the producer site, i.e. the user
has to be added to the grid-map�les of the producer
site. These �les contain all the userswho are allowed
to talk to GDMP servers running on a site. Thus a
producer has total control over who subscribesto and
transfers �les from its site. Once this is done, a con-
sumeris allowedto subscribe to the producersite. The
producer then adds the new consumerand its related
information in a �le called host-list.

Once a producer has decided to publish the new
entries made in the export catalogue (the tool
gdmppublish catalogue is used), the producer sends
the whole export catalogue to all the subscribed con-
sumers. At the consumersite, the GDMP softwarecre-
ates the corresponding entries in the local import cat-
alogueof the consumer. The export cataloguecan be
regardedas an intermediate bu�er that contains a list
of newly created �les. In more detail, the current Ob-
jectivit y federation 1 catalogue and the old catalogue
(the one which was available since the latest publica-
tion of the catalogue)are comparedand the �les which
are new are inserted into the export catalogue. The
export catalogueonly contains newly created �les and
doesnot propagate information about deleting of �les.
This is regardedas a HEP-speci�c feature where �les
are not deleted but versionsof old �les are created.

The export catalogue contains the necessaryinfor-
mation about the new �les (host-name, port, �le-
name with full directory path). The consumer can
then decide when to start the �le transfer from
the producer to the consumer site with the tool
gdmpreplicate file get . The tool readsthe import
catalogueand starts FTP sessionsto get the necessary
�le. Once a �le has safely arrived and is integrated
into the local Objectivit y federation, the �le entry is
deletedfrom the import catalogue. Section4 describes
what happens in caseof broken connectionsand net-
work failures.

Every transfer of a �le, either successfullyor not suc-
cessfullydone,is loggedin a �le calledreplicate.log .
Figure 4 shows the control 
o w for a catalogueupdate.

3.3 Partial Replication: Filtering Files

GDMP allows a partial-replication model where not
all the available �les in a federation are replicated. In
other words, oneor several �lter criteria canbeapplied
to the import and/or export cataloguein order to sieve
out certain �les. This allows for a partial replication
model wherethe producer aswell asthe consumercan
limit the amount of �les to be replicated.

1A federation is the highest granularit y of storing data in
Ob jectivit y. A federation consists of several database �les which
are managed by a federation catalogue.
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Figure 4. The control 
o w for a catalogue update.

4 Fault tolerance and failure recovery

In the current version of GDMP, each site is itself re-
sponsible for getting the latest information from any
other site. This is also expressedby the subscription
system, where a site has to explicitly subscribe to an-
other site in order to get the �le catalogue. Further-
more, when a site recognisesa local error which has
causedthe broken connection, this site has to request
from the peer site the required information. A site
which publishes information to a subscribed site does
not re-sendinformation nor logs that a site could not
receive the information. A site can retry to send the
messageagain to the destination site within a partic-
ular time frame which can be set by a timeout param-
eter. If the re-sending fails again, the sending sites
stops trying to contact the sites and hands over the
responsibilit y to the destination site to recover from
the broken connection.

To sum up, the policy is the following. Each site has
to be aware of its state (connection okay or broken).
Then it has to search for the origin of the broken con-
nection. If it detects that the error is on the own site,
is has to recover otherwise the peer site is responsible
for failure recovery.

A site can be unavailable for several hours or even
days. Meanwhile several producers can have created
and published �les, and the entries in the export cata-
loguesmay already havebeenoverwritten. Recall that
a producer deletes the entries from the export cata-
logue once the catalogue has been successfullypub-
lished to at least one consumer. A consumercan re-
cover from the site failure by issuing the command
gdmpget catalogue . Once a producer site has pub-
lished its catalogue, the catalogue is available to be
transferred to any consumer'ssite. GDMP at the con-
sumer site then comparesthe consumerand producer
catalogueand createsthe necessaryinformation in the
consumer's import catalogue. Since the implementa-
tion of WU-FTP has a \resume transfer" feature, not
the entire �le has to be re-transferedbut only the part



Figure 5. Experimental Results.

of the �le that is still missingsincethe last check point
in the �le. This allows for an optimal utilisation of the
bandwidth in caseof network errors.

5 Exp erimen tal Results

We have used 4 di�eren t test machines at both sides
of the Atlantic at CERN, Pisa (Italy) and Caltech
for our experiments as as well for the production
use. suncms66and cmsb21have installed Solaris 2.6
whereas the other machines run Linux RedHat 6.1.
Our performance tests do not emphasisethe network
performancebut the performancerelative to the NC-
FTP implemenation on Linux and Solaris, seeFigure
5.

We did a suite of di�eren t tests in order to mea-
sure the raw aggregatethroughput over the network
link. We measuredthe latency for the whole replica-
tion processof a number of �les. The latency includes
the calculation of the CRC check sum, which increases
with the �le size,attaching a DB �le to the federation
and deleting the entry from the import catalogue. The
graph proves that with checksum caching and smart
dummy attach methods, we get almost the sameag-
gregate throughput with GDMP as with plain NC-
FTP. Hence, GDMP provides much more automated
and reliable replication with tolerable overhead.

6 Conclusion and Future Work

We have been developing a data replication tool that
allows for secureand fast data transfers over the wide-
area network in a Data Grid environment. With our
production ready softwarewe haveproven that Globus
can be used as a middle-ware toolkit in a Data Grid.
This hasbeena pioneerstep in the direction of a Data
Grid and to the best of our knowledge �rst software
approach where a wide-areareplication tool basedon

Globus is usedin a production system.
The current architecture is restricted to Objectivit y

�les but the system is kept 
exible and extensible to
include the announced Globus Replication Manager.
Once this is integrated, we can provide a replication
mechanism for any kind of �les and the replica cata-
logue is managedby the Globus toolkit.
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